positive
technologies

PT Sandbox

CeTeBag necoyHuLa ong BbIaBNEHNS CNOXHbIX
LesnieBbiX aTak C npmnveHeHmnem BpeaoHOCHOIro no

Fne PT Sandbox

BbISIB/ISIET Yrpo3bl

° SﬂeKTpOHHaﬂ noYTa.

- Qalinosble xpaHunuiLLa.

Be6-Tpaduk
nonb3oBaTenen.

. BHyTpeHHui Tpaduk
opraHmsaumn.

. [MopTansl pyyHou
nposepku dannos.

BK/IIOYAs CUCTEMbI
LOKYMEHTO060pOTa.

3HaHusa PT Expert

Security Center

PT ESC — akcnepTHbIii
LeHTp 6e3onacHoCT
Positive Technologies.
Cneunanuctsl PTESC
paccneyoT MHUMAEHTbI

B KPYMHBIX KOMMaHNsX

1 MOCTOSIHHO OTCNEXMBAIOT
aKTUBHOCTb XaKepCKIX
rpynnMpPOBOK, AENCTBYIOLLX
Ha TeppuTopumn Poccum

n ctpaH CHI. 3HaHus

06 yrposax, nony4yaemble

B XOf€ STVX NCCNefoBaHuii,
onepaTrBHO NOCTaBNSHOTCS
B PT Sandbox.

KOpﬂOpaTMBHbIe CUCTeMbl,

B kaxpol BTOpoll Kub6epaTake 3MOYMbIIEHHUKU MPUMEHSIIoT BpegoHocHoe MO nop Buaom
06bIYHbIX ailIoB 1 CCbIIOK U pa3BUBAIOT €ro Tak, YTo6bl 06XOAUTb aHTUBUPYCbI, MeXCeTeBble
aKkpaHbl, IDS, IPS, noutoBble n Be6-wwto3bl. Mo gaHHbIM Positive Technologies, B 70% komnaHui
3ameyeHa aKTUBHOCTb BPeflOHOCOB, KOTOPYIO MPOMyCTUIN 6a30Bble CPeACTBa 3aLUUTbI.

PeweHue

PT Sandbox — prick-opueHTpoBaHHas ceTeBasi MecoYHyLa, KOTopas BbIGBASET CIIOXHbIE KN6epyrposbi,
faxe ecny 3M0yMbILNeHHVK TwaTenbHo ckpbiBaetcs. OHa 3aluyliaeT OT LeneBbiX 1 MacCOBbIX aTtak
C npviMeHeHuemM BpeaoHocHOoro MO 1 yrpo3 HyneBoro AHs, O6HAPYXMBAET Kak pPacrnpoCTpaHeHHble
BPEAOHOCH! (LNdPOoBanbLLMKY, BbiMOraTeny, whivoHckoe MO, yTuanTel ANs yaaneHHoro ynpasneHus,
3arpy3uuKm), Tak 1 COXHbBIV MHCTPYMEHTaPUI XaKepCKUX rpyMmnpOBOK (DY TKNTbI, BYTKATb).

Kaxabli 06bekT aHanusupyetcs B PT Sandbox ¢ MOMOLLbIO TEXHOMNOT A MalWVHHOMO 06yYeHns, cTaTnde-
CKVIM 1 AVHaMIYeCKUM METOLOM C MOMOLLBIO YHUKanbHbIX npasun PT Expert Security Center (PT ESC),
a Takxe NpPoBEPSIETCS HECKONBKVIMU aHTUBMPYCHBIMU ABUXKaMY.

OkcnepTHble 3HaHUs PT ESC o HoBelwunx yrpo3ax JOCTaBAA0TCS B MPOayKT 3a 2,5 yaca. 9To no3songet
3aLLMTUTL KOMMaHWIO OT KnbepaTtaki B Cryyae, eCnv NPecTynHYK 3KCyaTupyeT yS3BIMOCTb HY1€BOro
[IHS, NaTy A1 KOTOPOW eLLe He BbINyLLEH.

MpeumywectBa

ApanTtaums 3awwmTbl K 0CoO6eHHOCTIM 6M3Heca

Kniouesasa oco6eHHocTb PT Sandbox — BO3MOXHOCTb afanTupoBaTh 3aLlKTy OT Yrpo3 K OCO6EHHOCTAM
NT-nHdpacTpykTypbl 1 GU3HEC-MPOLLECCOB KOMMaHnu. [ns SToro npemgycMOTPeHbl  crnepyioLine
MeXaHV3Mbl:

- lMoppepxka BUpTyanbHbIX cpea ANa aHanusa (kak ¢ Windows pasnunyHbix Bepcuii, Tak 1 ¢ poc—
CUNCKMU OmnepaLioHHbIMY crcTeMamuy — Astra Linux v «PEL OC»). [MpoayKT MofHOCTLIO MoKpbiBaeT
CBS3aHHble C BPeAoHOCHbIM 1O TakTuKy 1 TEXHNKI aTakytoLLmx no matpuue MITRE ATT&CK ang atnx
Tunos OC.

«  [unbkaa kacTomMusaumsi BUPTyanbHbIX cpea. B HX MoxHO 0o6aBuTb creumndudeckoe MO (n ero
BEpCun), KOTOpoe AENCTBUTENBHO UCMONb3yeTCd B KOMMaHUM U MOXET CTaTb TOUKOW BXOAa ANs
3710y MbILLUNEHHIKOB.

. BbigBneHue yrpos Kak B KOPNopaTUBHOM, Tak U B TEXHONOMMYECKOM cermeHTe. [pomblLLneHHas
Bepcus PT Sandbox no3BongeT aHannanpoBaTb 06bekTbl B MPOMbILLIEHHO BUPTYanbHON cpene
1 BbISBNSET cneumnduyeckoe BpegoHocHoe MO, HaueneHHoe Ha KoMnoHeHTol ACY TT1.

«  Hanuumne npumaHok, npoBouupyiowmx BpeaoHocHoe MO Ha akTMBHblEe AeICTBUS U Nomoraio-
WMX BbIIBUTb Hapywwutens. B dalinax-npumankax copepxarcs nopnenbHble yyeTHble 3anucy,
dannbl KoHPUrypaumm nunm apyrue LeHHble AaHHble. [Tpouecchl-NpuMaHKy UMUTUPYIOT paboTy
6aHkoBckoro MO, codpTa pa3paboTUNKOB, akTVBHOCTb Nofib3osaTeneil. PT Sandbox BbiSBNSET NombIT-
KU MOXUTUTb NMOAOGHbIE CBEAEHNS N BHEAPUTLCS B NpoLuecchl. OCHOBHOW Habop MpUMaHoK A1s
Windows v Linux LoCTyneH «u3 Kopo6kux», Ho No 3anpocy akcnepTbl PT ESC moryT co3nath yHuKans-
Hble NOBYLLKU, UMUTUPYIOLLIE PaBOoTy KPUTUYECKIN BaxXHbIX AN KNNEHTa CUCTEM.



[JdononHuTenbHo

Bbicokas
NPOU3BOAUTENbHOCTb

[n6koe ynpasneHre o6patoTKoi
$alnoB 1 CCbINOK U HeorpaHn-
YeHHble BO3MOXHOCTV FOPU30H-
TanbHOIo MaCLUTa6I/IpOBaHI/I9I
CrCTEMbI 06ECMNEUNBAIOT BbICOKYIO
NPON3BOANTENBHOCTL NOf MOGON
Harpyskom.

PeX1Mbl MOHMTOPUHra
W 6110KMPOBKHM

PT Sandbox nosBonset otcnexu-
BaTb yrpo3bl v 61oKnpoBaTh
NX B @aBTOMaTUNYECKOM PexmMe.

Nerkas UHTerpauusa

Monpepxka MHOXecTBa
BapVaHTOB NHTerpaLmi

«13 KOPOBKI» 1 rnékuin API
MO3BONSIOT NCMONBb3OBATbL

PT Sandbox B no6on koHdurypa-
LM MHPOPMALVIOHHbIX CUCTEM.

Mopnepxka aKocucTembl
Positive Technologies

PT Sandbox 6ecluoBHO nHTErpU-
pyetca ¢ MaxPatrol SIEM,

PT Application Firewall, PT ISIM,
PT Network Attack Discovery

n PTXDR.

Bo3moxHoCTb pa6oTbl
on-premise

KoHdwraeHumansHble dannbl
npv NpoBepke He nokuaaoT
nepumeTpa KoOMMaHuu.

BbinonHeHune Tpe6oBaHuii
perynsitopos

PT Sandbox BHeceH B peecTp
poccuiickoro MO n ceptudurum-
poBaH ®CTIK. MosBonget
BbINOMHATb TPEGOBaHNS NPUKa308
OCTIK Poccunm ot 2512.2017

Ne 239, 0118.02.2013 Ne 21

1 o7 11.02.2013 Ne 17.
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BbigBneHue yrpos, kotopble He 6blIn 06HapyXeHbl paHee

PT Sandbox npoBoauT perynsgpHblii peTPOCHEKTUBHDBIV aHann3 yxe NpoBepeHHbIX paHee GalnoB nocne
06HOBNEHNS 6a3bl 3HaHWA. OTO NO3BONAET MaKCUManbHO GbICTPO OBGHaPYXMBaTb CKPbITble B MHbPa-
CTPYKTYpe yrpo3bl 1 pearnpoBaTh Ha aTakii 10 TOro, KaK 3/10yMbILUNEHHUK AOCTUT LIeNH.

O6HapyxeHue yrpos He Tonbko B ¢aiinax, Ho u B Tpajuke

Momumo camux dparnos PT Sandbox nposepseT Tpaduk, KOTOPLIA reHeprpyeTcs B NpoLiecce aHanunaa
MX MOBELEHNS, a Takxe BblaBNSeT BPEOOHOCHYIO aKTUBHOCTb, CKpbITylo nog TLS. OTo cyliecTBeHHO
nosbiWaeT 3PPeKTUBHOCTb AETEKTUPOBAHNS aTak — Aaxe B LndpoBaHHOM Tpaduke.

Bnokunposka BMNO
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XpaHunuLa Okcneptusa PTESC
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OB6BbEKTbI 113 CETEBOrO ¥ API
Tpaduka (ICAP) : UHTErpauys

AHanus o6bekToB

O6HapyxeHue
v uccnenosaHne BMNO

MpoTtectupymrte PT Sandbox

XotuTte oueHUTb addekTnBHocTb PT Sandbox B Balwen nHbpacTpyktype? OcTaBbTe 3as8Ky
Ha IeMOHCTPAaLIMIO BO3MOXHOCTE NPOAYKTa NN MUMOTHbIA NPOEKT.
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OcTtanucb Bonpochbi?

3apaliTe nx akcneptam no nNpoaykTy B yate PT Sandbox B Telegram.

Positive Technologies — Beaywuii pa3paboTuvk peleHnii ang nHbopMaLMoHHO 6e3onacHocTi. Yxe 21 rof Halla OCHOBHas 3afava —
npenoTepallaTh kKnbéepataku [0 TOro, Kak OHW MPUYUHAT Henmpuemnemblii yiep6 GU3HeCY W LienbiM OTPacnsM SKOHOMUKW. Hatww TexHonoruun
1 cepBuCbl MCnonbayioT 6onee 2900 opraHusauuii no Bcemy Mupy, B Tom yucne 80% komnaHunii u3 pentuHra «9kenept-400».

Positive Technologies — nepBasi 1 eAMHCTBEHHas KOMMaHS U3 chepbl KnbepbesonacHocTy Ha Mockosckoi 6rpxe (MOEX: POSI)

Cnepwnte 3a Hamu B couceTsx (Telegram, BKoHTakTe, Twitter, Xa6p) v B pasaene «HoBocTu» Ha calite ptsecurity.com, a Takke NOANMCHIBANTECH
Ha Tenerpam-kaHan IT's positive investing.



